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Abstract
VPNs are also widely adopted to enhance privacy in the internet and secure 
internet users communications. In the recent past, advances in traffic analysis and 
machine learning algorithms have shown the vulnerabilities of the VPN systems in 
concealing original IP addresses despite encryption. This paper proposes a machine 
learning solution to reverse the approach of determining IP addresses based on 
traffic analysis, thereby enhancing the privacy of VPNs. A classification model was 
built based on a publicly accessible VPN traffic dataset in the form of a Random 
Forest classification model and compared to the K-Nearest Neighbors (KNN) 
algorithm. Statistical comparison of performance measures of accuracy, precision, 
recall and F1-score are conducted by independent sample t-tests. According to the 
experimental result, the accuracy of the proposed Random Forest model of 94.67% 
is much greater than that of the KNN algorithm, which is 78.58%. The findings 
confirm that ensemble learning algorithms are more effective in traffic analysis 
attack defense and increase anonymity in VPN communication.

Keywords: VPN Anonymity, Traffic Analysis, IP Address Leakage, Machine Learning, 
Random Forest, KNN.

Introduction
	 As the use of the internet continues to grow, the issue of privacy 
protection has become a challenge. VPNs are very common as a 
measure of concealing IP addresses, encrypting data and avoiding 
unauthorized access. Despite these advantages VPNs are still 
vulnerable to state of art traffic analysis attacks whereby by analyzing 
encrypted traffic, statistical patterns are used to determine the identity 
of the user or the original IP address.
	 Machine learning, as a sub-domain of artificial intelligence, 
involves focusing on the creation of algorithms that could allow 
computers to learn and make predictions without the need to be 
programmed. It includes supervised learning (trained learning (with 
labeled data), unsupervised learning (pattern discovery in unlabeled 
data), and reinforcement learning (learning by doing and being 
rewarded) (Almomani 2023). Image processing and natural language 
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processing are some of the applications of machine learning. It is a crucial part in programmes 
like recommendation system and autonomous vehicles (Jorgensen et al. n.d.). The use of VPNs by 
internet users who desire to have a high level of privacy and security is an issue to the aspect of 
anonymity. In order to manage this issue, a new machine learning methodology, which is grounded 
on the Random Forest algorithm, is suggested. It will be contrasted with the VPN conventional 
methods and other tools of anonymity that rely on the KNN algorithm (Sun et al. 2022). Such 
benefits as fewer IP address disclosures through traffic analysis and subsequent better user 
anonymity and privacy protection are anticipated.
	 Machine learning (ML), a branch of artificial intelligence assists in unlearning programs based 
on the information. Machine learning algorithms such as the Random Forest algorithm, KNN, and 
neural networks with supervision have performed fairly well in encrypted traffic classification and 
anomaly detection. However, little has been done regarding their use to enhance anonymity rather 
than infringe it.
	 An algorithm of machine learning is selected to improve the privacy of VPN and they use its 
analyze option to examine the patterns of data and forecast the findings. In contrast to other VPN 
solutions that are being defined by the dynamic character of threats, the Random Forest algorithm 
is more dynamic in addressing privacy issues. The effectiveness of the machine learning solution 
in anonymizing IP addresses is determined through testing of the machine learning solution on the 
KNN algorithm and other solutions.
	 The data-driven and intelligent approach to the complex issue of ensuring anonymity in the 
changing environment of internet privacy and security is offered by machine learning, which is 
capable of distinguishing between genuine and malicious VPN traffic with a high accuracy rate of 
98.79 percent(Islam et al. 2023) The elaborately designed ANN architecture handles the encrypted 
traffic and proves to bolster the security of VPN networks, as well as protect sensitive data under the 
conditions of the emerging cyber threats. The real-time detection of VPN traffic using Convolutional 
Auto-Encoding (CAE) and Convolutional Neural Network (CNN) models are specifically directed 
at this research. It discusses the issues of conventional ways of identifying encrypted traffic and 
highlights that deep learning is more efficient in deriving meaningful features. This work is aimed 
at the improvement of the network security by using CAE unsupervised learning that helps to 
capture nonlinear relationships and CNN that excels to extract local features of traffic samples of 
different types of internet traffic (Guo et al. 2019).The research is directed at improving the Quality 
of Service (QoS) of the Satellite Communication by reducing the errors.
	 The paper analyzes the implementation of such solutions in a system of QoS management 
with the help of Machine Learning (ML) and Deep Learning (DL). The proposed hierarchical 
classification system turns out to be effective and can be used in real-life settings in Satellite 
systems, as the review gives us a clear understanding of the current state of network security issues 
and the necessity to combine VPNs and ANNs to meet the increasing demands (Bagui et al. 2017). 
The applicability of ANN approach, with its exceptional accuracy, is achieved successfully, which 
contributes to the reliability of the selected method in terms of improving network security. These 
findings can be used to start a conversation on the creative methods of network protection, which 
is a promising direction in the further activity in the dynamically changing landscape of network 
security(Blancaflor et al. 2024).
	 Recent studies have established that ML can be used to analyze traffic and accurately detect 
VPN traffic which is a critical privacy issue. To solve this problem, this paper explores the reverse 
application of ML, that is, it can adaptively learn to anonymize IP addresses.
	 The flaws of the existing algorithm are that the quality of this system depends upon the quality 
of the data which it is trained on and it might demand a substantial amount of computer power.  
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It might not succeed in all cases, and its credibility must be experimented (Seydali, Khunjush, and 
Dogani 2024). The applications of suggested computer system to enhance privacy and security of 
VPNs have their uses in enhancing online privacy and protecting users against possible attacks 
(Nithesh Aravind, Mukundh, and Vijayakumar n.d.). The flexibility to new security threats is 
useful in making sure that effective defense system is in place to provide users with defense in 
various situations over the internet.

Problem Statement
	 The current VPN solutions are very reliant on encryption and tunneling yet they are not able to 
hide traffic patterns in an appropriate manner. Machine learning algorithms can assist the attackers 
in detecting IP addresses basing on the size of packets, timing, and flow. The available VPN systems 
are ineffective in dealing with adaptive threats.
 
CONTRIBUTIONS
1.	 	The remarks of this study are:
2.	 	Creation of a machine learning based counter to IP address identification in VPN traffic.
3.	 	Comparison of the KNN machine learning and the Random Forest machine learning algorithms 

on improving anonymity.
4.	 	 Independent sample t-tests to prove the enhancement of the performance.
5.	 	Confirmation that ensemble learning results in a significant increase in VPN anonymity to 

traffic analysis attacks.

Related Work
	 Deep-learning and ML have been used previously in classifying encrypted VPN traffic and 
user identification. The application of deep packet inspection with deep learning was proposed 
by Lotfollahi et al., and the application of real-time encrypted traffic classification with CNN was 
proposed by Guo et al. Islam et al. achieved high accuracy in the use of ANN-based models to 
identify secure traffic. The bulk of the past is concerned with identification and classification and 
not with prevention of identification. This paper fills this gap by taking a defensive approach to 
privacy enhancement using ML.

Materials and Methods
	 It was conducted at the Machine learning Laboratory, Saveetha college of liberal arts and 
sciences, Saveetha institute of medical and technical sciences, Tamil Nadu, India with the objective 
of enhancing anonymity in the use of VPNs. Ethical approval was not necessary in the study. The 
study was done on two samples: Group 1 utilized the Random forest algorithm, whereas Group 2 
utilized the KNN algorithm to minimize the use of IP addresses in the analysis of traffic based on 
machine learning. Two algorithms were compared in terms of efficiency using a dataset provided 
by Kaggle that was based on the survey of VPN users (Singh, Samaddar, and Misra n.d.).
	 The variables in the dataset were acquired in the Novel VPN Anonymity dataset provided in 
Kaggle as user id, username, IP address, VPN server, Connection time, Data Transferred MB, 
Anonymity Level, Connection status, is Original IP of study and whether the users were provided 
with treatment by specialists or not. These variables were taken as independent variables in 
prediction of the target variable, overall anonymity status in VPN use. The groups had a 48 sample 
size, which was obtained after power analysis of pre-test with the power of 80 and alpha of 0.05.
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Dataset
	 The data was obtained on Kaggle, and it contains the usage of VPNs, that is reported to have 
been used according to the IP address, VPN server, time of connection, amount of data, level of 
anonymity, and connection status. A total of 10,000 records were used.

Data Preprocessing
The following data cleaning was involved.
•	 Removal of missing and null values.
•	 Outliers identification and elimination.
•	 Feature normalization
	 The data was split into 70 percent training and 30 percent test.

Experimental Groups
	 Random Forest Algorithm is a group of tree-like algorithms that fall into the same category 
as the first group of algorithms. <|human|>Group 1: Random Forest Algorithm: The tree-like 
algorithms are also grouped as the random forest algorithm that belong to the same group as the 
first set of algorithms. K-Nearest Neighbors Algorithm K-Nearest Neighbors Algorithm represents 
an additional algorithm that employs the nearest neighbor during classification.
	 The sample sizes were 24 per group, which were calculated with the help of the power analysis 
(a = 0.05, power = 80%).

Algorithms
1) Random Forest
	 Random Forest is an ensemble model of learning which constructs several decision trees and 
integrates their forecasts. It avoids overfitting and enhances the model to withstand complicated 
traffic patterns.
 
2) K-Nearest Neighbors
	 KNN is a distance-based classifier which predicts class labels based on the nearest neighbors. 
This simple algorithm is very sensitive to high-dimensional data and noise although it is a simple 
algorithm.

Experimental Platform
	 The experiments have been run on Google Colab having 12 GB RAM. Accuracy, precision, 
recall and F1-score were used to measure the performance of the models.

Statistical Analysis
	 To compare the performance of the algorithms SPSS version 26 was used to perform independent 
sample t-tests. The significance of the results was defined using a 95% interval.
	 To test the accuracy in Enhancing Anonymity in VPN Usage, the new Random Forest algorithm 
and the old KNN algorithm were applied. The t-tests on the SPSS software version 26 were 
performed to compare the values of accuracy, mean, standard deviation, and standard error of the 
algorithms. The independent sample t-test was conducted which determined a sensible level of 
significance between the algorithms under a 95 percent confidence interval.
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Results
A. Accuracy Comparison
	 The mean accuracy of the Random Forest model was 94.67, which was far much better than the 
KNN model, whose accuracy was 78.58% only.

Table I : Accuracy Comparison between Algorithms
Algorithm Mean Accuracy (%) Std. Deviation

Random Forest 94.67 0.816
KNN 78.58 1.060

B. Statistical Significance
	 The t-test indicates that the difference between the two models is significant at the level p less 
than 0.05.

C. Classification Metrics
	 The random forest model was also superior to the KNN model in all measures of accuracy, 
recall, and F1-score.

	 Table 1 Compared independent variables in the use of the Random Forest Algorithm to improve 
Anonymity in VPN Usage and KNN algorithm. Random Forest average accuracy of Mitigate IP 
Address Identification using Traffic Analysis is 94.67, and that of KNN algorithm is 78.58. The 
standard deviation of the random Forest algorithm of improving anonymity in VPN usage is 0.816 
and that of the KNN algorithm is 1.060.

Group N Mean Std. 
Deviation

Std. Error 
Mean

Accuracy
 

RF Algorithm 24  94.67 .816 .167
KNN algorithm 24 78.58 1.060 .216

	 Table 2 The comparison of independent samples of Length of stay in VPN Usage and KNN 
algorithm, 95% confidence interval of 0.676 (p<0.05) significance value does not show any 
significant difference between the two groups.

Group

Levene’s Test for 
Equality of Variances t-test for Equality of Means

F Sig. t df Sig. 
(2-tailed)

Mean 
Difference

Std. Error 
Difference

95% 
Confidence 

Interval 
(Lower)

95% 
Confidence 

Interval
(Upper)

Accuracy
Rate

Equal 
variances 
assumed

(Lower)
95% 

Confidence 
Interval

58.89 46 .024 16.08 .273 15.53 16.63

Equal 
variances 

not 
assumed

(Upper) 43.2 .024 16.08 .273 15.53 16.63
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	 Table 3 The Classification report of the Random Forest Algorithm and KNN algorithm. Random 
Forest Algorithm has a accuracy of 94.67 and KNN algorithm has a accuracy of 78.58.

Algorithm Accuracy F1 Score Precision Recall
Random Forest Algorithm 66.67% 0.6615 0.5606 0.5474

KNN algorithm 79.52% 0.7760 0.9083 0.5082

Figure 1 shows the Flow chart depicting the methodology adopted in the study

	 Figure 2 The random forest algorithm is superior to the KNN algorithm based on the comparison 
of the mean accuracy of 94.67% which is higher than 78.58 which is the mean accuracy of the KNN 
algorithm. The value of Standard deviation of KNN algorithm is lower than the Random Forest 
Algorithm. The graph displays the outcomes on the X-axis using the Random forest Algorithm as 
well as the KNN algorithms where Y-axis is the Mean Accuracy. The +-2 SD and the 95 percent 
confidence interval are used to represent the error bar.
 
Discussion
	 The experiment result confirms the fact that the algorithm of the Random Forest is efficient to 
enhance the anonymity of VPNs by reducing the detection of the IP addresses by analyzing traffic. 
Random Forest algorithm is a generalization technique that is resistant to attacks through inference 
and it generalizes well. Even though other studies have indicated the same research results based 
on other classifiers, the high level of accuracy in the study indicates the importance of the data 
properties and preprocessing procedures.
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	 Through the experiment, it was found that the suggested model of the Random Forest algorithm 
was better in comparison with the already used KNN algorithm model in Enhancing Anonymity 
in VPN Usage. The level of accuracy of the random forest algorithm model stood at 94.67 as 
compared to the KNN algorithm model at 78.58.
	 As can be observed, the proposed model of the Random Forest Algorithm worked better when 
compared to the current model of the KNN algorithm in Enhancing Anonymity in VPN Usage. 
The research papers have claimed that the accuracy of the Random Forest algorithm has been 
remarkably high, 94.67 percentage but the research papers have also claimed that the performance 
of the Random Forest Algorithm has been good compared to other algorithms 54 which have 
similarities with our research, the Logistic Regression algorithm has achieved a score of a lower 
percentage of 52% and has performed better than other algorithms like Principal Component 
Analysis, AdaBoost, and  Gradient Boosting Machines. This is contrary to our findings which have 
reported that Random Forest algorithm with a maximum accuracy of 79% did not rank as high as 
other algorithms like Decision tree and Gradient Boosting Machines with only a margin of about 
1% difference in their accuracy (Vaishnavi et al. 2022).
	 Nevertheless, the findings of the current study hold the potential of immense importance 
in the field of Enhancing Anonymity in VPN Usage despite the limitations. The findings of 
the papers make it clear that it is essential to select the most suitable algorithm to Mitigate IP 
Address Identification through Traffic Analysis, basing on the type of data used and the research 
question under investigation. To conclude, it is evident in this work that properness in the choice 
of algorithms is significant in the analysis of data so that it yields precise estimates. The article 
that forms the basis of our study is Enhancing Anonymity in VPN Usage. It could be caused by a 
number of factors, including environmental factors, quality of dataset, preprocessing methods, and 
the choice of algorithm, which could be the causes of differences in the outcomes of this study. 
The quality and suitability of the dataset is of great importance in determining the accuracy of 
the predictions. Besides, the preprocessing methods, including handling of null or missing values 
and outliers, can have a significant impact. Lastly, the selection of the best algorithm must be 
thoughtfully made based on the characteristics of the dataset and the research question that should 
be considered. Future research can therefore center on improving these areas so as to increase the 
accuracy of Enhancing Anonymity in VPN Usage.

Limitations and Future Work
	 The research lacks the application of more than one dataset and the offline analysis. Future work 
will focus on:
•	 Live VPN environments Deployment in real-time.
•	 Deep learning model integration.
•	 Testing against sophisticated adversarial attacks.

Conclusion
	 Machine learning can be used to enhance VPN anonymity, and not to undermine it, as this 
research demonstrates. Through comparison of algorithms, it can be seen that the algorithm of the 
Random Forest is better than KNN in eliminating the threat of identifying IP addresses based on 
traffic. The approach outlined in this publication shows a positive trend on how privacy-friendly 
VPN designs can be developed. Overall, the received data indicate that the Random Forest algorithm 
was more effective than KNN in enhancing anonymity when using VPN. This is a clear indication  
of the possible effectiveness of the Random Forest algorithm as a handy tool in enhancing the 
anonymity of VPN and should be further explored in the field.
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