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Abstract
Insider threats pose a significant security challenge to healthcare organizations due 
to privileged access to sensitive Electronic Health Record (EHR) systems. While 
machine learning and deep learning techniques have been independently applied for 
insider threat detection, each approach has inherent limitations in modeling complex 
healthcare access behavior. This paper proposes an integrated hybrid machine 
learning–deep learning framework for insider threat detection in healthcare EHR 
logs. The framework combines traditional machine learning models for structured 
feature learning with Long Short-Term Memory (LSTM) networks for capturing 
temporal user behavior patterns. The proposed approach is evaluated using the 
CERT insider threat dataset and simulated healthcare EHR logs. Experimental 
results demonstrate that the hybrid model consistently outperforms standalone 
machine learning and deep learning models in terms of accuracy, precision, recall, 
F1-score, and AUC. The findings highlight the effectiveness of hybrid learning 
strategies in improving insider threat detection performance in dynamic healthcare 
environments.

Keywords: Insider Threat Detection, Healthcare Cybersecurity, Hybrid Learning, 
Machine Learning, Deep Learning, LSTM, Electronic Health Records

Background and Motivation
	 The widespread adoption of Electronic Health Record (EHR) 
systems has significantly improved healthcare data management 
and clinical decision-making. However, the sensitive nature of EHR 
data and the presence of privileged users make healthcare systems 
highly susceptible to insider threats [1], [2]. Insider threats arise 
when authorized users intentionally or unintentionally misuse their 
access privileges, leading to data breaches, privacy violations, and 
regulatory penalties.
	 Traditional security mechanisms and standalone detection models 
often struggle to identify insider threats in healthcare environments 
due to the similarity between malicious and legitimate clinical 
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activities [18]. This challenge necessitates intelligent detection mechanisms capable of modeling 
both static user behavior and temporal access patterns.
	 Recent studies have explored machine learning (ML) and deep learning (DL) techniques 
independently for insider threat detection [3], [4]. While ML models perform well on structured 
data, they are limited in capturing sequential behavior. Conversely, DL models such as Long 
Short-Term Memory (LSTM) networks effectively learn temporal dependencies but often lack 
interpretability and robustness when used alone [9]. These limitations motivate the integration of 
ML and DL approaches within a unified framework.

Review of Existing Detection Approaches
	 Research on insider threat detection has evolved from traditional rule-based systems to advanced 
machine learning and deep learning approaches. Existing methods can be broadly categorized as 
follows.

Rule-Based and Policy-Driven Approaches
	 Early insider threat detection systems relied on predefined security rules and access control 
policies to identify violations such as unauthorized file access or policy breaches [1], [8].
•	 Easy to implement and interpret
•	 Unable to detect subtle or evolving insider behaviors
•	 High false alarm rates in dynamic environments
	 Due to these limitations, rule-based approaches are often ineffective in complex healthcare 
workflows, where legitimate access patterns frequently vary because of emergencies and role 
changes [18].

 
Fig. 1 Illustrates the processing flow of the proposed hybrid ML–DL architecture, where 

structured feature-based learning and temporal sequence modeling are integrated through 
a decision fusion layer to detect insider threats

Machine Learning–Based Approaches
	 Machine learning models have been widely applied to analyze structured system logs and user 
activity records for insider threat detection [3], [7]. Commonly used techniques include Random 
Forest, Support Vector Machine, and Gradient Boosting models.
•	 Effective for structured and tabular data
•	 Good interpretability and robustness
•	 Depend heavily on feature quality
•	 Limited capability to capture temporal behavior
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	 In healthcare environments, ML models often struggle to distinguish malicious behavior from 
legitimate clinical access when activities closely resemble normal workflows [3], [18].

Deep Learning–Based Approaches
	 Deep learning techniques, particularly recurrent neural networks and Long Short-Term Memory 
(LSTM) models, have been introduced to capture sequential and temporal patterns in user behavior 
[4], [9].
•	 Strong temporal modeling capability
•	 Effective for sequential log data
•	 Require large training datasets
•	 Limited interpretability due to black-box nature
	 These limitations reduce the suitability of standalone deep learning models in healthcare security 
systems, where transparency and explainability are critical requirements [18].

Limitations of Existing Approaches in Healthcare	
	 Despite significant progress, existing insider threat detection approaches face several challenges 
when applied to healthcare environments:
•	 Generic models fail to represent clinical workflows and role-based access behavior [18]
•	 Emergency access scenarios frequently trigger false alarms [2], [18]
•	 Standalone ML or DL models capture only partial behavior characteristics [3], [9]
•	 Limited emphasis on integrated or hybrid modeling strategies [14]

Motivation for Hybrid ML–DL Approach
The above limitations highlight the need for a hybrid insider threat detection framework that:
•	 Combines structured feature learning with temporal sequence modeling [4], [13]
•	 Reduces false positives in complex healthcare environments [18]
•	 Balances detection performance and interpretability [11], [14]
•	 Effectively captures both static and evolving insider behavior patterns [9]
	 This motivation forms the foundation for the proposed hybrid ML–DL framework for insider 
threat detection in healthcare EHR systems.

Proposed Integrated ML–DL Detection Framework
Framework Overview
	 This study introduces an integrated machine learning–deep learning (ML–DL) detection 
framework designed to enhance insider threat identification in healthcare EHR log data. The 
framework jointly exploits structured feature-based analysis and temporal sequence learning to 
capture diverse insider behavior patterns. The major components of the framework are described 
below.
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Fig. 2 illustrates the overall data processing pipeline adopted in this study, where raw log 
data from multiple sources undergo systematic preprocessing before being used for model 

training and evaluation

EHR Log Collection Module
	 This module gathers authentication records, EHR access logs, session activities, and timestamp 
information 
Data Preprocessing and Feature Construction Module
	 Raw log data is processed through cleaning, normalization, and categorical encoding procedures, 
followed by the construction of temporal sequences required for deep learning models [14].
Machine Learning Behavior Analysis Module
	 Structured feature vectors are analyzed using machine learning classifiers such as Random 
Forest and XGBoost to model static behavioral characteristics of users [11], [13].
Deep Learning Temporal Modeling Module
	 An LSTM-based neural network is employed to learn sequential and temporal dependencies in 
user access behavior, enabling detection of evolving insider threat patterns [9].
Decision Fusion and Classification Module
	 Outputs generated by the ML and DL modules are combined at the probability level to produce 
the final classification decision, improving detection robustness.

Hybrid Learning Strategy
	 The proposed framework follows a parallel hybrid learning strategy, in which machine learning 
and deep learning models operate independently on the same preprocessed input data. Prediction 
probabilities from both models are aggregated to determine the final classification outcome. This 
strategy effectively integrates the interpretability and stability of machine learning models with the 
temporal modeling capability of deep learning architectures, resulting in improved insider threat 
detection performance in healthcare environments [4], [13].

Data Sources and Processing Pipeline
	 To ensure both reproducibility and healthcare-specific relevance, this study utilizes the CERT 
insider threat dataset in combination with simulated healthcare EHR log data [5], [6], [18]. The 
CERT dataset provides realistic insider behavior scenarios, while the simulated healthcare logs 
capture clinical workflows, role-based access patterns, and sensitive patient record interactions.
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Table I. Dataset Statistics
Dataset Total Records Normal Instances Insider Threat Instances

CERT Insider Threat 
Dataset

100,000 94,500 5,500

Simulated Healthcare Logs 60,000 55,200 4,800
Combined Dataset 160,000 149,700 10,300

	 Table I presents the statistical distribution of the CERT insider threat dataset and the simulated 
healthcare EHR log dataset used in this study.
	 Initially, data cleaning is performed to remove duplicate entries, handle missing values, and 
eliminate incomplete or corrupted records. Next, data normalization is applied to numerical 
attributes such as access counts and session duration to reduce scale-related bias. Categorical 
attributes, including user role, department, and access type, are then transformed into numerical 
representations using appropriate encoding techniques.
	 Following feature preparation, the processed data is organized into two parallel representations. 
The first representation consists of structured feature vectors used as input to machine learning 
models. The second representation involves time-window-based sequence construction, where 
user activity records are grouped into temporal sequences suitable for LSTM-based deep learning 
models [14].
	 This dual data preparation strategy enables the proposed hybrid ML–DL framework to 
simultaneously capture static behavioral characteristics and temporal access patterns, improving 
insider threat detection performance in healthcare EHR systems.

Experimental Design and Evaluation Metrics
	 This section describes the experimental design adopted to evaluate the effectiveness of the 
proposed integrated ML–DL framework for insider threat detection in healthcare EHR systems. 
The evaluation focuses on comparing the proposed hybrid model with a standalone deep learning 
approach to demonstrate the benefits of model integration.

Models Used for Comparison
	 To assess the effectiveness of the proposed framework, the following models are considered:
Random Forest (ML)
	 Random Forest is an ensemble learning algorithm that constructs multiple decision trees 
during training and aggregates their predictions to produce the final classification result. By 
combining multiple weak learners, Random Forest reduces overfitting and improves generalization 
performance. It is particularly effective for handling high-dimensional and structured data, making 
it suitable for insider threat detection based on engineered behavioral and access-pattern features 
[11]. In healthcare security applications, Random Forest offers a good balance between detection 
accuracy and interpretability, which is essential for understanding security decisions.

XGBoost (ML)
	 XGBoost is an optimized gradient boosting framework that builds decision trees sequentially, 
where each new tree attempts to correct the errors of the previous ones. It is known for its high 
predictive accuracy, efficient computation, and ability to model complex non-linear relationships 
between features [12]. XGBoost has been widely adopted in cybersecurity tasks due to its robustness 
against noisy data and its capability to capture subtle behavior patterns. In this study, XGBoost is 
used to evaluate the effectiveness of advanced ensemble learning for insider threat detection in 
healthcare EHR environments.
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Long Short-Term Memory (LSTM) Model
	 The LSTM model is used as a baseline deep learning approach due to its ability to capture 
temporal and sequential patterns in user activity data. LSTM networks have been widely applied in 
insider threat detection for modeling time-dependent behavior; however, when used independently, 
they may struggle to distinguish subtle malicious actions from legitimate clinical access patterns in 
healthcare environments [9].

Proposed Integrated ML–DL Model
	 The proposed hybrid model combines traditional machine learning and deep learning techniques 
within a unified framework. While the deep learning component (LSTM) captures temporal 
dependencies in user behavior, the machine learning component learns structured behavioral 
patterns from engineered features. The outputs of both models are fused at the decision level to 
generate the final classification. This integration enables the framework to leverage the strengths of 
both approaches, improving detection accuracy and robustness [4], [12].

Evaluation Metrics
	 Model performance is evaluated using widely adopted classification metrics that are particularly 
suitable for imbalanced datasets, such as insider threat detection scenarios in healthcare systems 
[15].
•	 Accuracy:
	 Measures the overall proportion of correctly classified instances. While useful, accuracy alone 
may be misleading in imbalanced datasets.
•	 Precision:
	 Indicates the proportion of correctly identified insider threat instances among all predicted 
threats, reflecting the reliability of positive predictions.
•	 Recall:
	 Measures the model’s ability to correctly identify actual insider threats. High recall is critical in 
healthcare security to minimize undetected malicious activity.
•	 F1-score:
	 Represents the harmonic mean of precision and recall, providing a balanced performance 
measure that is particularly effective for imbalanced data.
•	 Area Under the ROC Curve (AUC): 
	 Evaluates the model’s ability to distinguish between normal and malicious behavior across 
varying classification thresholds.	
	 Together, these metrics provide a comprehensive assessment of the detection capability, 
robustness, and practical suitability of the proposed hybrid ML–DL framework for healthcare 
insider threat detection.

Performance Analysis and Discussion
	 Experimental results demonstrate that the proposed integrated ML–DL framework consistently 
outperforms standalone machine learning and deep learning models across all evaluation metrics. 
In particular, the hybrid model achieves significantly higher recall and F1-score, indicating its 
superior ability to detect insider threat instances that exhibit subtle or gradual behavioral deviations. 
Such behaviors are often overlooked by individual ML or DL models when used in isolation, 
especially in highly dynamic healthcare environments [3], [9].
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Table II. compares the detection performance
Model Accuracy (%) Precision (%) Recall (%) F1-score (%) AUC

Random Forest 95.6 88.3 85.1 86.7 0.93

XGBoost 96.8 90.7 88.9 89.8 0.95

LSTM 94.3 86.1 83.7 84.9 0.92

Proposed Hybrid ML–DL 97.9 93.2 91.5 92.3 0.97

	 Table II compares the detection performance of standalone machine learning, deep learning, 
and the proposed hybrid ML–DL models across standard evaluation metrics.
	 The improved performance can be attributed to the complementary strengths of the hybrid 
framework. While machine learning models effectively capture structured and role-based behavioral 
patterns from engineered features, the LSTM component models temporal dependencies and 
sequential access behavior. The fusion of these two perspectives enables the framework to identify 
complex insider threat patterns that involve both static anomalies and evolving behavioral trends.
	 Moreover, the decision-level fusion strategy contributes to a noticeable reduction in false 
positives. This is particularly important in healthcare EHR systems, where legitimate access 
patterns frequently vary due to clinical workflows, emergency situations, and role changes. By 
jointly analyzing static and temporal behavior characteristics, the proposed framework improves 
detection reliability while minimizing unnecessary security alerts [18].
	 Overall, the experimental findings confirm that hybrid ML–DL modeling provides a robust 
and effective solution for insider threat detection in healthcare systems, outperforming standalone 
approach; es in both accuracy and practical applicability.

Table III. Comparison of Standalone vs Hybrid Models
Approach Detection Capability Temporal Modeling Interpretability

ML Only Medium No High
DL Only (LSTM) Medium–High Yes Low
Hybrid ML–DL High Yes Medium–High

	 Table III provides a qualitative comparison of standalone and hybrid detection approaches in 
terms of detection capability, temporal modeling, and interpretability.

Conclusion and Research Directions
	 This paper presented an integrated machine learning and deep learning framework for insider 
threat detection in healthcare EHR systems. By combining structured feature-based learning with 
temporal sequence modeling, the proposed approach effectively captures both static and evolving 
insider behavior patterns. The hybrid framework demonstrates superior detection performance 
compared to individual ML and DL models, particularly in terms of recall and F1-score, which are 
critical metrics for healthcare security applications.
	 The experimental results highlight the importance of hybrid modeling strategies for addressing 
the complexity of insider threats in healthcare environments. By reducing false positives and 
improving detection robustness, the proposed framework enhances the reliability and trustworthiness 
of insider threat detection systems.
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	 Future research will focus on incorporating explainable AI techniques to improve transparency 
and interpretability of detection decisions, validating the framework using real-world healthcare 
datasets, and exploring adaptive and online learning mechanisms to handle evolving insider 
behaviors and emerging security threats [14], [18].
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